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Verifiable
Cyber Resilience
for Insurers

From Assumption to
Proof in Cyber Underwriting

Cyber underwriting increasingly depends on controls like Multi Factor Authentication (MFA)
- yet most decisions still rely on self attestations, not proof.

Birlasoft’s Verifiable Cyber Resilience solution enables evidence based MFA validation,
helping insurers replace assumptions with defensible, audit ready underwriting decisions.

The Challenge: MFA |Is Claimed, Not Proven

Underwriters rely on questionnaires & declarations that often fail to reveal whether MFA is:
= Consistently enforced across users and applications

= Correctly configured and not partially enabled

® Actively monitored and not easily bypassed

The result: slower underwriting cycles, repeated follow ups, audit friction, and reduced
confidence in pricing and portfolio risk.

The real gap isn’t lack of controls-it’s lack of proof.

The Birlasoft Advantage: What This Enables

Verifiable MFA Validation

= Audit Ready Evidence: Verifiable

Birlasoft enables insurers to verify - not reports with MFA coverage percentages

assume - MFA enforcement in a secure, = Faster Underwriting: Fewer
non intrusive manner. clarifications and manual follow ups
= |ndependent validation of actual MFA = Confident Decisions: Reduced
adoption subjectivity in risk assessment
= No infrastructure changes or credential = Continuous Validation: New business,
storage renewals, portfolio reviews
= Objective, measurable, and auditable = Better Pricing: Quantifiable inputs for

evidence risk based underwritingt



How It Works - Simple, Secure, Verifiable

= Scope Defined as part of underwriting or risk assessment
= Secure Validation Execution by the insured
= Automated Evidence Capture of MFA coverage

= Clear Outcomes with audit-ready reports

What Changes for You

Traditional Underwriting With Birlasoft

Declared controls Verified enforcement

Manual validation cycles Automated, repeatable evidence
Subjective decision making Defensible underwriting decisions
High Audit friction Audit-ready validation

Why Birlasoft

» Deep domain expertise across Insurance and BFSI
= Strong focus on measurable business outcomes
® Secure, scalable, and non intrusive validation approach

= Proven ability to bridge strategy and execution for insurers

Close the Trust Gap in Cyber Underwriting
Validate what matters - before you price the risk. Move beyond attestations. See MFA
enforcement with confidence.

Talk to Birlasoft

about integrating verifiable MFA validation into your cyber underwriting workflow.

Powering Progress

Birlasoft combines the power of domain, enterprise, and digital technologies to

reimagine business processes for customers and their ecosystem. Its consultative and

design-thinking approach makes societies more productive by helping customers run

businesses. As part of the multibillion-dollar diversified CKA Birla Group, Birlasoft with

its 12,000+ professionals, is committed to continuing the Group’s 170-year heritage of contactus@birlasoft.com | birlasoft.com

building sustainable communities.
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